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Abstract: 

Gradually more and more o rganizat ion is opting for outsourcing data to isolated cloud service providers (CSPs). Customers can 

rent the CSPs storage space infrastructure to store and retrieve almost limit less amount of data by paying fees metered in 

gigabyte/month. For an increased level of scalability, accessibility, and stability, some clients may want their data to be replicated 

on mult iple servers across various data centers. The more copies the CSP is asked to store, the more fees the customers are 

charged. Therefore, customers need to have a tough guarantee that the CSP is storing all data copies that are decided upon in the 

service bond, and all these copies are dependable with the most recent modification issued by the customers. In this paper, we 

propose a map-based verifiable Enhanced multi copy Identity Based Encryption (E-IBE) scheme that has the following features: 

1) it provides an confirmat ion to the customers that the CSP is not cheating by storing fewer copies; 2) it supports outsourcing of 

dynamic data, i.e., it supports block-level operation, such as block modificat ion, insertion, deletion, and append and 3) it allows 

copies stored by the CSP. We g ive a comparative analysis of the proposed E-IBE scheme with a reference model obtained by 

extending existing provable possession of active single-copy schemes. The theoretical analysis is validated through experimental 

results on a commercial cloud platform. In addition, we show the security against colluding servers, and discuss how to identify 

ruined copies by slightly modifying the proposed scheme. 
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I. INTRO DUCTION 

 

Outsourcing data to a remote cloud service provider (CSP) 

allow organizations to store more data on the CSP than on 

personal computer systems. Such outsourcing of data storage 

enables organizations to think on innovations and relieves the 

burden of constant server updates  and other computing issues. 

Moreover, many official users can access the remotely stored 

data from different geographic locations making it more fitting 

for them. Once the data has been outsourced to a remote CSP  

which may not be responsible, the data owners lose the direct 

control over their receptive data. This lack of control raises 

new formidable and challenging tasks related to data 

confidentiality and truth protection in cloud computing.  

 

 The confidentiality issue can be handled by 

encrypting aware data before outsourcing to remote servers. 

As such, it is a crucial demand of customers to have a strong 

evidence that the cloud servers still possess their data and it is 

not    with or partially  deleted over time. as a result, many 

researchers have focused on the problem of demonstrable data 

Possession (PDP) and proposed different schemes to audit the 

data stored on remote servers. PDP is a technique for validate 

data integrity over d istant servers. In a typical PDP model, the 

data owner generates some metadata/informat ion for a data 

file to be used later for proof purposes through a challenge-

response protocol with the remote/cloud server. The owner 

sends the file to be stored on a remote server which may be 

untrusted, and deletes the local copy of the file. As a proof that 

the server is still possessing the data file  in  its original fo rm, it 

needs to correctly compute a response to a test vector sent 

from a verifier —  who can be the original data owner or a 

trusted entity that shares some information with the owner. 

Researchers have proposed different variations of PDP 

schemes under diverse cryptographic assumption. One of the 

core design princip les of outsourcing data is to provide 

dynamic behavior of data for various applications. This means 

that the remotely stored data can be not only accessed by the 

official users, but also efficient and scaled (through block level 

operations) by the data owner. PDP schemes obtainable in 

[1]–[9] focus on only static or warehoused data, where the 

outsourced data is kept unchanged over remote servers. 

Examples of PDP construction that deal with dynamic data are 

[10]–[14]. The latter are however for a single copy of the data 

file. A lthough PDP schemes have been on hand for multiple 

copies of static data, see [15]–[17], to the best of our 

knowledge, this work is  the first PDP scheme d irectly dealing 

with multiple copies of active data. In Appendix A, we 

provide a digest of related work. 

 

 When verifying mult iple data copies, the overall 

scheme integrity check fails if there is one or more tainted 

copies. To address this issue and recognize which copies have 

been corrupted, we d iscuss a slight change to be applied to the 

future scheme  

 

            We propose a map-based demonstrable multi-copy 

dynamic data possession (E-IBE) scheme. This scheme 

provides an sufficient guarantee that the CSP stores all copies 

that are agreed upon in the service contract. Moreover, the 

scheme ropes outsourcing of lively data, i.e., it  supports block-

level operations such as block alteration, insertion, delet ion, 

and append. The official users, who have the right to access 

the owner’s file , can seamlessly access the copies 

conventional from the CSP. We give a thorough comparison 

of E-IBE with a reference scheme, which one can obtain by 

extending existing PDP models for dynamic single -copy data. 

We also report our completion and experiments using Amazon 

cloud platform. We show the security of our scheme against 

colluding servers, and discuss a slight alteration of the 

proposed scheme to identify corrupted copies. 

 

 The cloud compute storage model considered in this 

labor consists of three main components (i) a data owner that 
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can be an association originally possessing responsive data to 

be stored in the cloud; (ii) a CSP who manage cloud servers 

(CSs) and provide paid storage space on its infrastructure to 

store the owner’s files; and (iii) official users — a  set of 

owner’s clients who have the right to access the far-away data. 

The storage space model used in this work can be adopt by 

many practical applications. For example, e -Health 

applications can be imagine by this model where the patients’ 

database that contain large and sensitive informat ion can be 

stored on the cloud servers. In these types of applicat ion, the 

e-Health organizat ion can be careful as the data owner, and the 

physician as the authorized users who have the right to access 

the patients’ medical history. Many other realistic applications 

like financial, scientific, and informative applications can be 

view in comparable  settings. 

II. LITRATURE SURVEY 

In this work[1] Giuseppe Ateniese has proposed a model for 

demonstrable data control (PDP) that allows a client that has 

stored data at an untrusted server to confirm that the server 

possesses the original data without retrieving it. The model 

generates probabilistic proofs of possession by sampling 

random sets of blocks from the server, which very reduces I/O 

costs. The client maintain a constant amount of metadata to 

verify the proof. The challenge/response protocol transmits a 

small, even amount of data, which minimize net 

communicat ion. Thus, the PDP model for inaccessible data 

checking supports large data sets in widely-distributed storage 

systems. We present two provably-secure PDP schemes that 

are more resourceful than previous solutions, even when 

compared with scheme that achieve weaker guarantees. In 

particular, the overhead at the server is low (or even constant), 

as different to linear in the size of the data. Experiments using 

our implementation verify the practicality of PDP and reveal 

that the recital of PDP is enclosed by disk I/O and not by 

cryptographic computation. 

 

In this work [2] Prakash.M has proposed that  in 

Provable Multicopy energetic data control in cloud computing 

deals with stored data in Dynamic way to cloud server. 

Multicopy Means, data to be copied in several server. In the 

project user to upload the data in  blur server with repeatedly 

data to take multiple copies then that copies are stored in 

numerous server. If upload the data in multi server to pass up 

the data loss from Hacking and server crash. In  this project 

They introduced new technique that is Map based 

demonstrable Multicopy dynamic data possession scheme (E-

IBE scheme) for take Muticopy of data, File refuge, Data 

Corrupted. In  this Pro ject They have to three polynomial 

algorithm for protect the data. That are keygen, copygen and 

taggen. Above the process done in Existing system using 

Single copy of active Data. 

 

In this work [4] D´ecio Luiz Gazzoni Filho has 

proposed that a certain RSA-based secure hash function is 

homomorphic. We describe a protocol based on this hash 

function which prevents ‘cheating’ in a data transfer 

transaction, while placing little  burden on the trusted third 

party that oversees the protocol. We also describe a 

cryptographic protocol based on similar princip les, through 

which a prover can demonstrate possession of an arbitrary set 

of data known to the verifier. The verifier isn’t required to 

have this data at hand during the protocol execution, but rather 

only a small hash of it. The protocol is also provably as secure 

as integer factoring. We presented new protocols to aid the 

task of eliminating cheaters/freeriders from content 

distribution and distributed data store networks. Although they 

are very flexible and simple to implement, low performance 

may prevent their widespread adoption. 

 

In this work [8] Mehul A. Shah has proposed that  

growing number of online services, such as Google, Yahoo!, 

and Amazon, are starting to charge users for their storage. 

Customers often use these services to store valuable data such 

as email, family photos and videos, and disk backups. Today, 

a customer must entirely  trust such external services to 

maintain the integrity of hosted data and return it intact. 

Unfortunately, no service is infallible. To make storage 

services accountable for data loss, we present protocols that 

allow a thirdparty auditor to periodically verify  the data stored 

by a service and assist in returning the data intact to the 

customer. Most importantly, our protocols are privacy-

preserving, in that they never reveal the data contents to the 

auditor. Our solution removes the burden of verification from 

the customer, allev iates both the customer’s and storage 

service’s fear of data leakage, and provides a method for 

independent arbitration of data retention contracts. 

 

In this work [11] Cong Wang, Qian Wang, and Kui 

Ren  have proposed that in contrast to traditional solutions, 

where the IT services are under proper physical, logical and 

personnel controls, Cloud Computing moves the application 

software and databases to the large data centers, where the 

management of the data and services may not be fully 

trustworthy. This unique attribute, however, poses many new 

security challenges which have not been well understood. In 

this article, we focus on cloud data storage security, which  has 

always been an important aspect of quality of service. To 

ensure the correctness of users’ data in the cloud, we propose 

an effective and flexib le distributed scheme with two salient 

features, opposing to its predecessors. By utilizing the 

homomorphic token with distributed verification of erasure-

coded data, our scheme achieves the integration of storage 

correctness insurance and data error localizat ion, i.e ., the 

identification of misbehaving server(s). Unlike most prior 

works, the new scheme further supports secure and efficient 

dynamic operat ions on data blocks, including: data update, 

delete and append. Extensive security and performance 

analysis shows that the proposed scheme is highly efficient 

and resilient against Byzantine failure, malicious data 

modification attack, and even server colluding attacks  

 

In this work [12]  Jing Lu  has proposed the concept 

of data outsourcing has become quite popular. With the 

appearance of Cloud Computing, there is a new parad igm: 

Cloud Storage. Cloud Storage means that the data owner 

moves its data to a Cloud Storage Server that is supposed to 

faithfully store the data and make it availab le to the data 

owner and perhaps the data requestors. This work discusses 

how to guarantee the Provable Data Possession when data 

dynamics are supported. Different integrity granularities are 

supported including Size Integrity, Block-Number Integrity 

and the Block-neighborhood integrity which is realized by 

rules defined in Datalog through neighborhood relationship 

between data blocks. A ll integrity checking runs as a service 

in a Third  Party Auditor. The whole arch itecture is 

implemented above Hadoop, which  gives the first experience 

of a trustable cloud data service platform. 

 

In this work [13] Qian Wang has proposed that Cloud 

Computing has been envisioned as the next-generation 

architecture of IT Enterprise. It moves the application software 
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and databases to the centralized large data centers, where the 

management of the data and services may not be fully 

trustworthy. This unique paradigm brings about many new 

security challenges, which have not been well understood. 

This work studies the problem of ensuring the integrity of data 

storage in Cloud Computing. In particular, we consider the 

task of allowing a third party auditor (TPA), on behalf o f the 

cloud client, to verify the integrity of the dynamic data stored 

in the cloud. The introduction of TPA eliminates the 

involvement of client through the auditing of whether his data 

stored in the cloud is indeed intact, which can be important in 

achieving economies of scale for Cloud Computing. The 

support for data dynamics via the most general forms  of data 

operation, such as block modification, insertion and delet ion, 

is also a significant step to- ward pract icality, since services in 

Cloud Computing are not limited to archive or backup data 

only. While prior works on  ensuring remote data integrity 

often lacks the support of either public verifiab ility or dynamic 

data operations, this work achieves both. We first identify the 

difficult ies and potential security problems of direct 

extensions with fully dynamic  data updates from prior works 

and then show how to construct an elegant verificat ion scheme 

for seamless integration of these two salient features in  our 

protocol design. In particular, to achieve efficient data 

dynamics, we improve the Proof o f Retrievability model by 

manipulating the classic Merkle Hash Tree (MHT) 

construction for block tag authentication. Extensive security 

and performance analysis show that the proposed scheme is 

highly efficient and provably secure. 

 

In this work [23] K. D. Bowers has proposed Cloud 

computing, is an emerg ing computing paradigm, enabling 

users to remotely store their data in a server and provide 

services on-demand. In cloud computing cloud users and 

cloud service providers are almost certain to be from different 

trust domains. Data security and privacy are the critical issues 

for remote data storage. A secure user enforced data access 

control mechanism must be provided before cloud users have 

the liberty to outsource sensitive data to the cloud for storage. 

With the emergence of sharing confidential corporate data on 

cloud servers, it is imperative to adopt an efficient encryption 

system with a fine-grained access control to encrypt 

outsourced data. Attribute-based encryption is a public key 

based encryption that enables access control over encrypted 

data using access policies and ascribed attributes. In this work, 

we are going to analysis various schemes for encryption and 

possible solutions for their limitations, that consist of Attribute 

based encryption (ABE),KP-ABE, CP-ABE, Attribute-based 

Encryption Scheme with Non-Monotonic Access Structures. 

HABE, To protect outsourced data in cloud storage against 

corruptions, adding fault tolerance to cloud storage together 

with data integrity checking and failure reparation becomes 

critical. Recently, regenerating codes have gained popularity 

due to their lower repair bandwidth while providing fau lt 

tolerance. Existing remote checking methods for regenerating 

coded data only provide private auditing, requiring data 

owners to always stay online and handle auditing, as well as 

repairing, which  is sometimes impract ical. In this work, we 

propose a public auditing scheme for the regenerating-code 

based cloud storage. To solve the regeneration problem of 

failed authenticators in the absence of data owners, we 

introduce a proxy, which is priv ileged to regenerate the 

authenticators, into the traditional public auditing system 

model. Moreover, we design a novel public verifiable 

authenticator, which is generated by a couple of keys and can 

be regenerated using partial keys. Thus, our scheme can 

completely release data owners from online burden. In 

addition, we randomize the encode coefficients with a 

pseudorandom function to preserve data privacy. Extensive 

security analysis shows that our scheme is provable secure 

under random oracle model and experimental evaluation 

indicates that our scheme is highly efficient and can be 

feasibly integrated into the regenerating- code-based cloud 

storage. 

 

In this work [27]Yan Zhu, Huaixi Wang has 

proposed that Provable data possession is a technique for 

ensuring the integrity of data in outsourcing storage service. In 

this work, we propose a cooperative provable data possession 

scheme in  hybrid  clouds to support scalability of service and 

data migration, in which we consider the existence of multiple 

cloud service providers to cooperatively store and maintain the 

clients’ data. Our experiments show that the verification of our 

scheme requires a s mall, constant amount of overhead, which 

minimizes communicat ion complexity 

 

In this work [36] Giuseppe Ateniese has proposed 

that Proofs of storage (PoS) are interactive protocols allowing 

a client to verify that a server faithfully stores a file . Previous 

work has shown that proofs of storage can be constructed from 

any homomorphic linear authenticator (HLA). The latter, 

roughly speaking, are signature/message authentication 

schemes where ‘tags’ on multip le messages can be 

homomorphically combined to yield a ‘tag’ on any linear 

combination o f these messages. We provide a framework for 

building public-key HLAs from any identificat ion protocol 

satisfying certain homomorphic propert ies. We then show how 

to turn any public-key HLA into a publicly-verifiable Po with 

communicat ion complexity independent of the file length and 

supporting an unbounded number of verifications. We 

illustrate the use of our transformations by applying them to a 

variant of an  identificat ion protocol by Show up, thus 

obtaining the first unbounded use PoS based on factoring . 

III. PROPOSED  SYSTEM 

Generate unique differentiable copies of the data file is the 

core to design a verifiable  multi-copy data possession scheme. 

alike copies enable the CSP to simply deceive the owner by  

storing only one copy and pretend that it stores multiple 

copies. Using a easy yet efficient way, the proposed scheme 

generates distinct copies utilizing the diffusion possessions of 

any secure encryption scheme. The diffusion property ensures 

that the output bits of the ciphertext depend on the input bits 

of the plaintext in  a extremely complex way, i.e ., there will be 

an unpredictable total change in the ciphertext, if there is a 

single bit change in the plaintext [24]. The communication 

between the authorized users and the CSP is considered 

through this methodology of generating distinct copies, where 

the former can decrypt/access a file copy received from the 

CSP. In the proposed scheme, the certified users need only to 

keep a single secret key (shared with the data owner) to 

decrypt the file facsimile , and it  is not necessarily to  make out 

the index of the received copy. 

         

     In this work, we propose a E-IBE scheme allow the data 

owner to update and scale the block of file copies outsourced 

to cloud servers which may be untrusted. Validating such 

copies of dynamic data require the knowledge of the block 

versions to ensure that the data blocks in all copies are reliable  

with the most recent modification issued by the holder. 

Moreover, the verifier should be aware of the block indices to 

agreement that the CSP has inserted or added the new blocks 
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at the request positions in all copies. To this end, the p roposed 

scheme is based on using a little data structure (metadata), 

which we call a  map-version table. 

 

            The map-version table (MVT) is a small dynamic data 

structure store on the verifier side to confirm the integrity and 

consistency of all file  copies outsourced to the CSP. The MVT 

consists of three columns: serial number (SN), b lock number 

(BN), and block version (BV). The SN is an indexing to the 

file b locks. It indicate the physical position of a block in a data 

file. The BN is a counter used to make a logical 

numbering/indexing to the file blocks. Thus, the relation 

between BN and SN can be viewed as a map  between the 

logical number BN and the physical position SN. The BV 
indicates the current version of file b locks. When a data file is 

initially created the BV of each block is 1. If a specific block 

is being modernized, its BV is incremented by 1. 

 

                Key Generation: Let ˆe : G1 × G2 → GT be a 

bilinear  map and g a generator of G2. The data possessor runs 

the KeyGen algorithm to generate a private key x ∈  Zp and 

a public key y = gx ∈  G2. 

 

             Generation of Distinct Copies: For a file F = {b j 

}1≤j≤m, the owner runs the CopyGen algorithm to create n 

differentiable copies. 

 

              It is possible to obtain a provable mult i-copy dynamic  

data possession scheme by extending accessible PDP models 

for single-copy dynamic data. Such PDP schemes chosen for 

extension must meet the following conditions: (i) support of 

full dynamic operation (modify, insert, append, and delete), 

(ii) support of public verifiability, (iii) based on pairing 

cryptography in creating block tags (homomorphic 

authenticators); and (iv) block tags are outsourced along with 

data blocks to the CSP (i.e ., tags are not store on the local 

storage of the data owner). Meeting these conditions allows us 

to create a PDP situation model that has similar features  to the 

proposed E-IBE scheme. Therefore, we can establish a fair 

comparison between the two schemes and assess the 

performance of our proposed approach. Below we drive a 

scheme by extending PDP models, which are based on 

authenticated data structures, see [12], [13]. Using Merkle 

hash trees (MHTs) [27], we construct a plan labelled as TB-

PMDDP (tree-based provable multicopy dynamic data 

possession), but it can also be designed using authenticated 

skip lists [12] or other true data structures. The TB-PMDDP is 

used as a allusion model for compare the proposed E-IBE 

scheme. 

IV. CO NCLUSION 

Outsourcing data to remote servers has become a rising trend 

for many organizations to alleviate the burden of local  data 

storage and preservation. In this work we have studied the 

problem of creating multip le copies of lively data file and 

verify those copies stored on untrusted cloud servers. We have 

future a new PDP scheme (referred to as  MB PMDDP), which 

chains outsourcing of multi-copy dynamic data, where the data 

owner is able of not only archiving and accessing the data 

copies stored by the CSP, but also update and scaling these 

copies on the remote servers. 

 

 To the best of our information, the proposed scheme 

is the first to deal with multiple copies of dynamic data. The 

interaction between the official users and the CSP is  

considered in our scheme, where the authorized users can 

seamlessly access a data copy acknowledged from the CSP 

using a single secret key shared with the data owner. 

Moreover, the proposed scheme ropes public verifiability, 

enables arbitrary number of audit ing, and allows possession-

free proof where the verifier has the ability to verify the data 

integrity even though he neither possesses nor retrieves the file  

blocks from the server. 

 

 Through performance analysis and experimental 

results, we have established that the proposed E-IBE scheme 

outperforms the TB-PMDDP approach derived from a class  of 

dynamic single -copy PDP models. The TB-PMDDP leads  to 

high storage overhead on the remote servers and high  

computations on both the CSP and the verifier sides. The E-

IBE scheme rad ically reduce the addition time during the 

challenge-response phase which  makes it  more  practical for 

application where a great number of verifiers are coupled to 

the CSP causing a huge computation skim on the servers. 

Besides, it has lower storage overhead on the CSP, and thus 

reduces the fees paid by the cloud clientele. The dynamic 

block operations of the map-based approach are done with less 

message cost than that of the tree-based approach. 

 

 A slight modificat ion can be done on the future 

scheme to hold the feature of identify the indices of ruined 

copies. The tainted data copy can be reconstructed even from a 

complete spoil using duplicate copies on other servers. 

Through safety analysis, we have shown that the future 

scheme is provably secure. 
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